
OFFICE OF CIVIIJ~ DEFENS~
CIVIL AIR PATROL

NATIONAL HEADQUARTERS
WASHINGTON, FEBRUA~ 28, 1942

SAFmUARDING ~ INFO~ATION

i .  Oeneral

T h e  ~  w a n t s  t h e  i n f o r m a t i o n  y o u  h a v e  a n d  i s  e v e r  o n  t h e
a l e r t  t o  p i c k  i t  u p  w h e r e v e r  i t  m a y  b e  f o u n d .  A  c a r e l e s s  w o r d  d r o p p e d
i n  a n  u n s u s p e c t i n g  m o m e n t  " ~ 7  b e  a l l  t h a t  i s  n e e d e d  t o  c o m p l e t e  p i e o l x ~
toge the r  the  j l g -saw pv~s le  on  wh ich  some enemy agen t  i s  work lngp  and
t h u s  g i v e  h i m  i n f o r m a t i o n  t h a t  w i l l  l e a d  t o  t h e  d e f e a t  o f  a n  i m p o r t a n t
A l l i e d  u n d e r t a k i n g .  T h e  l o s s  o r  d i s c l o s u r e  o f  m i l i t a r y  i n f o r m a t i o n  i s
a  v e r y  s e r i o u s  o f f e n s e ,  p a r t i c u l a r l y  s o  i n  t i m e  o f  w a r .

2. Text
s

The  War  Depar tmen t  has  i ssued  regu la t i ons  (A rm~ Regu la t i ons
N o .  3 8 0 - 5 )  c o v e r i n g  t h e  s u b j e c t  o f  , S a f e g u a r d i n g  M i l i t a r y  I n f o r m a t i o n " .
T h e  e x c e r p t s  f r o m  t h e s e  r e g u l a t i o n s  p r e s e n t e d  i n  t h e  f o l l o w i n g  p a g e s
h a v e  b e e n  a d o p t e d  a s  t h e  C i v i l  A i r  P a t r o l  t e x t  f o r  t h i s  c o u r s e .

3 . D i s t r i b u t i o n .

C o p i e s  o f  t h i s  T r a i n i n g  D i r e c t i v e  w i l l  b e d i s t r i b u t e d  t o
u n x t S  o n  t h e  b a s i s  o f  f o u r  c o p i e s  p e r  u n i t .

~ . Requirembnt

Un i t  Commanders  a re  he reby  d i rec ted  to  see  tha~  a l~members
o f  t h e i r  C o m m a n d  a r e  g i v e n  a  . t h o r o u g h  c o u r s e  o f . i n s t r u c t i o n  i n  t h i s
Sub jec t .

5 . I n s t r u c t i o n  P r o c e d u r e

I t  i s  r e o o w ~ e n d e d  t h a t ,  w h e r e  p o s s i b l e ,  t h e  i n s t r u c t o r s
e n l i s t e d  t o  c o n d u c t  t h i s  c o u r s e  b e  m e n  w i t h  e x p e r i e n c e  i n  m i l i t s r y
i n t e l l i g e n c e ,  s u c h  a s  S - 2  o f fi c e r s  o f  s m l l  u n i t s  o r  G , 2  o f fi c e r s  i n
a  d i v i s i o n  o r  h l g h e r u n i t .
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1 .  C lassJ~ ied  mL l£ ta r y  i n f o rma t i on .  -  C l ass i fied  m i l i t a r y
Ln fo~a t£on  Ln¢ ludes  - 11  i n f o rma t i on  oonoe~  doou~en t s ,  ¢z3~p~ph io
dew loes ,  deve lo l xmen t  p ro~eo t s ,  and  ~q te rLe l  c l ass i fied  as  ~  oonfi -
dent ia l . ,  o r  res~r io ted,  as  we l l  as  the  i tems themselves .  A l l  o ther
mil i tary Information, doouments, develolx~nt proJeots, and mater iel  are
r e g a r d e d  a s  ~ l a s s ~ i e d .

2 .  Ress )o~ ib t l £ t y.  -  C l ass t i ' i ed  m i l £ t a r7  t n f ' o rma t i on  w i l l  be
d isoussed on~ wi th  nLt~ tary  or  o2wl lJan personne l  haTL~ a  leg£tk te
i n t e res t  t he re i n .

pe r son  i n  t he  EL l i t a z7  se re l ee  o r  mp loyed  by  i t  i s  en t t tA~  t o  ¢ l ass t -
t i ed  ~ t l £ t a~  t n f o rm . t i on  so l e ]~  by  v i r t ue  o f  h i s  ¢omd~s ion  o r  o f £ i oJ~
pos i t ion°  Suoh in format ion  w i l l  be  e=t rus ted on]~  to  those who need i t
in the perCoz'~anP..e of thet.r' o£fioCal duties.

E i t he r  pub l J .  o r  p~a te  d i s cuss i on  o f  o l uss i fied  m~ t t a~  ~ - ro rma t i on
by me~bers  o f  the  ~ taz? sor t ies  w i th  or.  in  the  presenoe o f  m~author ised
personne l  i s  s t r~ot ]~  fo rb idden.

5 .  D i s s e ~ t t  . o n  o f  s  e o r e t  m t t e ~ .  -  T h e  d i s s e ~ t i o n  o f
 s e e r e t  ~ a t t e ~  w i l l  b e  h e l d  t o  t h e  a b s o l u t e  ~ .  I n f o r ~ a t i o ~  a s  t o
the contents  or  whereabouts  o f  seore t  . .~ t te r  w i l l  be  d ise losed "on~ to
those persons whose dut ies requLre suoh knowledge. I t  is exelusiwa]~
for  the  o ffio la~ use o f  the  person to  whom i t  i s  d~wzl~ed or  issued,
who wi l l  be  respons ib le  fo r  i t s  sa fe  c~sto¢~ and seetwt tT.  I ts  2znr lo lu -
bL~Lty is the dut~ and ~esponsibi l£~ of.  al l  persons ha~ng knowledge
thereof', no matter how-obtained.

6 .  D t s s ~ t ~ o n  o f _  o o n fi d e n t ~ t a l  m a t t e r .  -  ~ o , fi d e , t i a l -
~d3£ta:7 information wi l l  nei ther be discussed with now d~s~osed to
unauthorized persons. 2he oontents or ~hereabouts of '  oonftdent ial
doo~en t s ,  oz?p to~o  dmr l eee ,  o r  ma~n - i e l  w i l l  be  d i se l osed  0a37
tOL. those persons in the Government sorvLoe whose duties ~equLre that
they have suoh knowledge and to sueh other persons of espeelal  faust
who must be 2~foz~ed. Those to whc~ eon~ident ia~ in~or~at ion is en-
t rus ted or  d iso losed are  respons ib le  fo r  i t s  sa fe  tus toc~ and semn~I ty.

7.  '  D lss .ea laa. t lon  o f  res t~ Io ted mat ter.  -  The tn forsa t ion
eontalned in restr leted doe~ments and the essent ial  oharaeter lst ies of
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res t r io tod mater ie l  w i l l  no t  be  comnmicated to  the  pub ' t i c  o r  to  ' the
press, but may be given to ahoy person known to be :In the serviee of' "the
United States and to persons of ~ndoubted loyal~ and discret ion who are
cooperating in Governnent work.

8. Clez~eal and teehni.eal  work on secret and confident ial
ma~ter.  -  Cler ical  and teohnioa],  work on secret and confident ial  matter
w i l l  be  pe r f o rmed  on~  by  t r u two r t~  pe r sonne l .

9 .  l ~ t i o n  f o r  t m . n s m i e s i o n .  -  E z e e p t  w h e n  p e r s o n a l S 7
del ivered by authoz~ed personnel,  secret doot~ents transmit ted from one
person to another wi l l  be ~aelosed in an inner and an outer cover,
wri t ten uat~er in the document wi l l  be protee~ed by a sever sheet,  or
by  a  me thod  o f  f o l d¢~ ,  f r on  d i r es t  oon tao t  w i t h  t he  i nne r  oow) r.  The
inner cover wi l l  be a sealed wz~pper or envelope addressed in the usual
we~  bu t  p~  ~ r ked  pee re t  so  t ha t  t he  no ta t i on  w i l l  be  seen  when  t he
outor cover is removed and wi l l  oontatn a reeeipt foz-m whleh w l : :  £dent i~
t he  add resse r,  t he  add rasseep  and  t he  d~ t .  The  ou te r  oove r  w i l l  be
sea led  and  ~ssed  i n  t he  o rd i na r y  manne r  w i t h  no  no ta t i on  t o  i nd i ca te

 t . .  J  a t l o  
PrAer to opentsg a sealed package or envelope containing

sec re t  descen t s ,  t he  sea l s  and  w rappe rs  w i l l  be  ea~~  i nspec ted  t o
determine whether  there  has bee= a~ t~wper i~ .  X f  a~ ev idence o f
t a a p e r i a g  i s  n o t e d ,  t h e  f a c t s  ~  b e  r e p o r t e d  i ~ e d i a t e l y  t o  t h e  i s s u i n g
author i t~ ' ,  who ~  :L ldL t ia to  an "Lnvest iga t ion  w i thout  de~y ' .

The inner cover marked 8corot wi l l  be opened on~ by the
person to whoa addz~ssed or by pez~onnel spectfieal~7 designated by him.
The  z ' eee4p t  . t om  w i l l  be  da ted  and  s i gned  and  ~ to l y  r e t u rned  t o
t h e  s e n d e r .  T h e  l u n e r  s e v e r  w i l l  b e  d e s t r o y e d  b y  ~  i f  t h e  s u b j e c t
mat ter  o f  the  inc losure  has been in  contac t  therewi th .

A  e e ~ i d e n t i a l  d o e u m n t  w i l l  b e  p r e p a r e d  f o r  ~ s s i o n
in  the  eaae ~maer  as  a  secre t  doo~ent  except  tha t  the  inner  cover  w i l l
ontain a receipt form on~ when the sender deems i t  neeessaz~ and my
be opened by a~ responsible person authorised by the addressee.

10 .  Tmasn iu l oa  o f . . e l ass i fied  do~saen~ .  -  W i t h i n  t he  Un i t ed
States and i ts possessions secret doewaents wi l l  be transmit ted by an
e~fieer-messenger or courier when praot leable, otherwise by United States
reg is tered mai l .

Secret descents, e~eept thomused by Air  Corps personnel
fl i gh t ,  w i l l  be  t r anspo r t ed  by  a i r c ra f t  o r  by  r eg i s t e red  a i r  ma i l
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on~ under  e~ept iona l  o i reu~tanoee when in  the  op in ion  o f  one o f  the
authori t ies designated in paragraph l~a the emergency demands i t .  When
t ransmi t ted  by  mi l i ta ry  a i rc ra f t  they  w i l l  be  seeure~y wrapped and
p laeed  i n  t he  eus to~  o f  an  o f fioe r  o t he r  t han  t he  p i l o t .  ~hen  t he
fl i gh t  o f  t he  m i l i ~y  a i r om f t  i s  t o  be  made  ove r  wa te r  t he  documen t
wl~  a lso  be we ighted.

Coafident in l  doe lments  w i l l  be  tmnsa i t ted  by  an author ized
messenger,  insured express ,  o r  reg is tered mai l  to  a~ po in t  in  the
United States and i ts possessions, provided they do not pass through a
fore ign posta l  sys tem and are  ear r ied  in  sh ips  o f  Un i ted  Sta tes  reg is t ry.

Confident ial  do~ments, except those used by Air  Corps person-
ne l  du r i ng  fl i gh t ,  w i l l  be  t r ansp i r ed  by  m414+=~y  a i r c ra f t  o r  by  r eg i s -
te red aJ~ mai l  ~  when in  the  op in ion o f  the  respons ib le  o£fioer  the
emergeney demu~ls it.

Restr ieted doetuents n~y be transmit ted by an~ authorized
messenge r,  o r  by  o rd i na~  sa i l ,  e xp ress ,  o r  f r e i gh t  t o  a~  po in t  i n
the United States a~d i ts possessions, provided they do not pass through
a fore ign posta l  sys tem and are  car r ied  on sh ips  o f  Un i ted  Sta tes  reg is t ry.

~_~. Storage o£ olassified documents. -  Seoret and confident ial
documents, other than registered documents, wi l l  be stored in the most
secure  fi les  ava i lab le  in  a  room ~hat  is  kept  looked when not  in  use.
Rest r io tod docents  w i l l  be  s tored and hand led in  such a  manner  as  to
insure a reasonable degree of seeuri t~.

12.  Dest ruc t ion  o f  o  lass  t r ied  doeth  eats .  -
confident ial  doe~uents.

a. Secret an~

~hen competent authori t7 directs the destruot ic~
o f  sec re t  o r  oonfiden t i a l  doc tmen t s ,  t hey  w i l l
be lmrned in the presence of an o££ioer,  who wi l l
~ t  a  o e r t i fi o a t e  o f  d e s t r e o t i o n  t o  t h e  h e a d -
~ r S  o o n o e r n e d .  I f  t h e  d o o t ~ n e n t s  a r e  r e g i s -
t o t ed ,  t he  oe r t i fioa te  w i l l  be  sen t  t o  t he  o f f £oe r
dh~ : t t ~  t he  des t zue t i on ,  who  w i l l  f o rwa rd  i t  t o
the o ffice o£ reoord  ind ioa~ed in  the  reg is tered
doe~ment.

I b l t a t na r y  d ra f t ~ ,  ca rbon  shee t s ,  p l a t es ,  s t eno i~ ,
steaographie notes, and work sheets oontaini~g
sec re t  o r  oon~ iden~  da ta  w i l l  be  des t r oyed  by
the person respons ib le  fo r  the i r  p roduct ion  i~ -
mediatory after they have served their  purpose
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or  wi l l  be  g iven- the  same c lass ificat ion  and  ea fe -
guarded in the same manner as the material  pranced
from them.

b .  R e s t r i c t e d  d o c u m e n t s .  -  R e s t r i c t e d  d o c u m e n t s  w i l l  b e
d e s t r o y e d  i n  a ~  c o n v e n i e n t  w a y  w h i c h  w i l l  r e n d e r  t h e m  u s e l e s s .

1 3 .  A u t h o r i t ~  t o  c l ~ s e i f y  ~ ! l i t a r ~  i n f o r m a t i o n .  -  a .  A u t h -
o r i t y  t o  c l a s s i f y  a s  s e c r e t .  - M a t t e r s  m a y  b e  c l a s s i fi e d  a s  s e c r e t
o n l ~  b y  o r  b y  a u t h o r i t y  o f  t h e  S e c r e t a r y  o f  Wa r ;  t h e  U n d e r  S e c r e t a r y
o f  Wa r ;  a n  A s s i s t a n t  S e c r e t a r y  o f  Wa r ;  t h e  C h i e f  o f  S t a f f ,  o r  a n
A s s i s t a n t  C h i e f  o f  S t a f f  o f  t h e ' Wa r  D e p a r t m e n t  G e n e r a l  S t a f f ;  a  c h i e f
o f  a r m ,  s e r v i e e p  o r  t h e  N a t i o n a l  G u a r d  B u r e a u ;  a  g e n e r a l  o f fi c e r j  t h e
0 ~ , ' 1 4 n ~  o f fi c e r  o f  a  d e p o t ,  p o s t ~  e a m p p  o r  s t a t i o n ;  t h e  o _ , ~ - ~ A - t
o f  a  g e n e r a l  o r  s p e c i a l  s e r v i c e  s c h o o l ;  o r  a  m  L l i t a r y  a t t a c h e .

b .  A u t h o r i t y  t o  c l a s s i f y  a s  c o n fi d e n t i a l .  -  D o c ~ e n t s ,
d e v e l o I ~ e n t  p r o j e c t s ,  m a t e r i e l ,  o r  t e c h n i c a l  i n f o r m a t i o n  m a y  b e  c l a s -
s i fi e d  a s  c o n fi d e n t i a l  b y  a ~  c o m m i s s i o n e d  o f fi c e r .

c .  A u t h o r i t y  t o  c l a s s i f y  a s  r e s t r i c t e d .  -  D o ~ m e n t s ,
d e v e l o p m e n t  p r o j e c t s ,  t e c h u i c a l  d a t a ,  a n d  m a t e r i e l  m a y  b e  c l a s s i fi e d
a s  r e s t r i c t e d  b y  a ~  c o m m i s s i o n e d  o f fi c e r .
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